
Certified Application
Security Engineer

Application security: the next big thing 

You will prove that you are able to:
• Capture the security requirements of an application in development
• Define, maintain and enforce application security best practices
• Perform manual and automated code reviews of applications

• Conduct application security testing to assess the vulnerabilities of web applications
• Develop a holist application security program

• Apply security scanning technologies
• Follow security coding standards based on industry-accepted best practices

• Address common coding vulnerabilities
• Create a software source code review process as part of the development cycle

• Rate the severity of defects and publish reports detailing associated risks and mitigations

Jobs that use CASE: 
Java Developer
Application Security 
Engineer
Application Security 
Analyst

Application Security 
Tester
Application Developer
Software Developer
Applications Manager

According to the 2017 State of Software Security Report, nearly 90% of Java applications contain one or more 
vulnerable component/s, making them ideal breach points for hostile attackers.

Although Java has come a long way from its development in 1995, cyber crime has also spread, reaching epidemic 
levels, increasing the need for secure Java developers, regardless of whether they’re creating a new program or 
upgrading revising an old one.

For most organizations, software and applications determine their success. However, expedition, duplication, and 
penny-pinching often take centre stage with security consideration taking a backseat or is not present at all. An 
insecure or vulnerable application places these businesses at risk.

Addressing security in each phase of the Software Development Lifecycle (SDLC) is the most effective way to create 
highly secure applications. Robust security-focused design principles followed by rigorous security-focused coding, 
testing, and deployment practices will lead to applications that can stand up to attacks. This will result in lower 
ownership costs for both, the end user and the application vendor.

The Certified Application Security Engineer (CASE) training and certification program provides a comprehensive 
application security approach which encompasses security activities involved in all the phases of Software 
Development Lifecycle.


