
Certified Ethical Hacker

To beat a hacker you need to learn to think 
like a hacker

CEH provides an in-depth understanding of ethical hacking phases, various attack vectors, and preventative 
countermeasures. It will teach you how hackers think and act so that you will be better positioned to set up your 
security infrastructure and defend future attacks. Understanding system weaknesses and vulnerabilities help 
organizations strengthen their system security controls to minimize the risk of an incident. 

The course incorporates a hands-on environment across every ethical hacking domain and methodology, You will be 
exposed to an entirely different posture towards the responsibilities and measures required to be secure.

What skills will you learn?
EMERGING ATTACK VECTORS
Detect various types of compromise in cloud, IoT and OT 
environments that are critical to modern businesses

MODERN EXPLOIT TECHNIQUES
Improve your exploit development by learning about 
existing and new vulnerabilities.

MODERN MALWARE ANALYSIS
Implement  the latest malware analysis tactics for 
ransomware, banking and financial malware, IoT botnets, 
OT malware analysis, Android malware, and more! 

COVERING THE LATEST THREATS
Understand the taxonomy of fileless malware threats, 
and obfuscation techniques to bypass antivirus, launching 
fileless malware through script-based injection, phishing, 
and more.

SOCIAL ENGINEERING
Understand the off-network tactics used to gain system 
access, and how to combat these.

HACKING TECHNIQUES AND TOOLS
Learn how to use the most advanced hacking tools in 
hands-on hacking challenges and Cyber Range iLabs.

Jobs that use CEH
Cybersecurity Auditor
Security Administrator
Security Specialist
Security Engineer
Cybersecurty Analyst

SOC Analyst
Penetration Tester
Security Consultant

Certified Ethical Hacker CEH v11 will teach you the latest commercial-grade hacking tools, techniques, and 
methodologies used by hackers and information security professionals to lawfully hack an organization.

CEH v11 continues its legacy to introduce you to the latest hacking techniques, such as fileless malware, advanced 
social engineering practices, and more. Learn how to use the most advanced hacking tools.


