
Certified SOC Analyst

Be responsible for decreased response times 

You will prove that you are able to:
• Understand SOC processes, procedures, technologies, and workflows

• Recognize attacker tools, tactics, and procedures to identify indicators of compromise (IOCs) that can be utilized 
during active and future investigations

• Monitor and analyse logs and alerts from a variety of different technologies across multiple platforms
• Perform security events log collection, monitoring, and analysis

• Understand the architecture, implementation and fine tuning of SIEM solutions 
• Develop threat cases and create reports

• Plan, organize, and perform threat monitoring and analysis
• Monitor emerging threat patterns and perform security threat analysis

• Use a Service Desk ticketing system
• Prepare briefings and reports of analysis methodology and results
• Analyse the varied, disparate, constantly changing threat information

Jobs that use CSA: 
Level 1 SOC Analyst
Level 2 SOC Analyst
Security Engineer
Security Administrator

Cybersecurity Analyst
Defence Analyst
Defence Engineer
Security Specialist

Recent years have witnessed the evolution of cyber risks, creating an unsafe environment for players in all sectors. 
To handle these sophisticated threats, enterprises need advanced cybersecurity solutions along with traditional 
methods of defence. Incorporating, or outsourcing to, a SOC to handle these processes has become more popular.

A SOC continuously monitors and detects potential threats, a SOC analyst, analyses these processes triaging the 
alerts and escalating them appropriately.

The Certified SOC Analyst (CSA) program is the first step to joining a security operations centre (SOC). It is engineered 
for current and aspiring Tier I and Tier II SOC analysts to achieve proficiency in performing entry-level and 
intermediate-level operations.

CSA is a training and credentialing program that helps you to acquire trending and in-demand technical skills through 
instruction by some of the most experienced trainers in the industry. The program focuses on creating new career 
opportunities through extensive, meticulous knowledge with enhanced level capabilities for dynamically contributing 
to a SOC team. Being an intense 3-day program, it thoroughly covers the fundamentals of SOC operations, before 
relaying the knowledge of log management and correlation, SIEM deployment, advanced incident detection, and 
incident response. Additionally, you will learn to manage various SOC processes and collaborate with CSIRT at the time 
of need.


