
Certified Incident 
Handler

Prepare to handle, and respond to, 
cybersecurity incidents

Organizations are under constant attacks and with the knowledge and skills found in the E|CIH program, 
professionals can now not only detect incidents, but also quickly manage and respond holistically to these incidents.

E|CIH is a highly interactive, comprehensive, high-standard, intensive 3-day training program that teaches 
information security professionals to behave professional incident handlers and gain a distinct identity than other 
security professionals. The program teaches all the necessary components of incident handling, containment and 
reinstating the IT infrastructure.

You will prove that you are able to:
• Understand the key issues plaguing the information security world

• Learn to combat different types of cybersecurity threats, attack vectors, threat actors and their motives
• Learn the fundamentals of incident management including the signs and costs of an incident

• Understand the fundamentals of vulnerability management, threat assessment, risk management, and incident 
response automation and orchestration

• Master all incident handling and response best practices, standards, frameworks, laws, acts, and regulations
• Decode the various steps involved in planning an incident handling and response program
• Gain an understanding of the fundamentals of computer forensics and forensic readiness

• Comprehend the importance of the first response procedure including evidence collection, packaging, 
transportation, storing, data acquisition, volatile and static evidence collection, and evidence analysis
• Understand anti-forensics techniques used by attackers to find cybersecurity incident cover-ups
• Apply the right techniques to different types of cybersecurity incidents in a systematic manner

Jobs that use ECIH 
Vulnerability Assessment 
Auditors
Risk Assessment 
Administrators
Network Administrators
Application Security 
Engineers

Cyber Forensic Analyst
System Engineers
Network Manager
Firewall Administrators
IT Manager
IT Auditor
Penetration Tester

Despite all elementary security measures, organizations are still finding it difficult to withstand cyberattacks. The 
least of the consequences caused by the attacks are weakening the very foundation of the organization’s business 
processes. An effective incident handling and response program ensures quick healing by reducing the time spent 
on containment and aims to reinstate business processes to the expected level of quality.


