
Certified Security 
Specialist

Application security: the next big thing 

What you will learn:
• Key issues of information security, network security, and computer forensics
• Fundamentals of networks (including WiFi) and network security protocols,

• Various types of information security threats and attacks, and countermeasures
• Social engineering techniques, identify theft, and countermeasures

• Identification, authentication, and authorization concepts
• Fundamentals of firewall and Intrusion Detection
• Data backup techniques and VPN security

• Web server and web application attacks, and countermeasures
• Fundamentals of ethical hacking and pen testing

• Incident handling and response process
• Cyber-crime and computer forensics investigation methodology

• Writing investigation reports

Jobs that use ECSS: 
This course will benefit anyone who is interested in 
learning the fundamentals of information security, 
network security, and computer forensics.

This career is expected to grow at a faster than average rate through 2018. An increase in information security jobs is 
expected as technology continues to advance and become more affordable. More businesses will add computers and 
will need professionals to make their organization networks secure.

In addition, the increase in the acceptance of remote working by businesses should increase the demand for
information security professionals. Some of whom will work inside consulting firms dedicated exclusively to these 
issues.

EC-Council Certified Security Specialist (ECSS) is an entry level security program covering the fundamental concepts 
of information security, computer forensics, and network security. It enables you to identify information security 
threats which reflect on the security posture of the organization and implement general security controls.

This program will give you a holistic overview of the key components of information security, computer forensics, 
and network security. This program provides a solid fundamental knowledge required for a
career in information security.

It facilitates your entry into the world of Information Security, providing a professional understanding of the concepts 
security and forensics, while also increasing your knowledge of the best practices to improve organizational security 
posture. It enhances your skills as a Security Specialist and increases your employability.


